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Critical Findings

3,245
Sensitive files exposed

Policy Violations

5
PCI DSS, PII GENERAL, HIPAA, ...

Compliance Risk

Medium
4.2% of files affected

Key Findings
● Detected 7,097 high-confidence classifier matches.

● Detected 8,659 medium-confidence classifier matches.

● Detected 1,550 low-confidence classifier matches.

● 3,245 files contained at least one sensitive data match.

● 237 directories showed evidence of sensitive data exposure.

● Policy violations triggered: PCI DSS, PII GENERAL, HIPAA, GLBA, GDPR EU.



Key Classifiers Driving Exposure

USA-FINANCIAL-ACCOUNT 159
CRITICAL Matches

H: 0 | M: 2 | L: 157

US-SSN 107
CRITICAL Matches

H: 32 | M: 0 | L: 75

CREDIT-CARD 54
CRITICAL Matches

H: 50 | M: 4 | L: 0

IBAN 32
CRITICAL Matches

H: 0 | M: 32 | L: 0

USA-EIN 6
CRITICAL Matches

H: 0 | M: 0 | L: 6

Top Exposed Directories

regulated-data/General-Co… 710
175 unique files Matches

compliance-scan/SOX-Co… 691
22 unique files Matches

data/SOX-Compliance/sca… 653
17 unique files Matches

data/General-Compliance/… 649
152 unique files Matches

compliance/General-Com… 639
165 unique files Matches



Document Risk Analysis
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Risk Level Explanation

Risk Level Score Range Description

Critical Risk 0.8 - 1.0 Immediate action required. Contains highly sensitive data with high
confidence.

High Risk 0.6 - 0.8 Prioritize for remediation. Contains sensitive data that poses significant
risk.

Medium Risk 0.4 - 0.6 Review required. Contains moderately sensitive data or multiple lower
risk items.

Low Risk 0.2 - 0.4 Low priority. Contains limited sensitive data or lower confidence
matches.

Minimal Risk 0.0 - 0.2 Very low concern. Contains minimal or no sensitive data.



Top 20 Critical Documents Found

Document Path Risk Score Risk Level Classifiers

/ compliance-scan/ SOX-Compliance/ processed/ personal/
account_2023_01_0061.pdf.txt

1.00 Critical Risk 329

/ data/ SOX-Compliance/ scanned/ personal/ 2025_credential_060.pdf 1.00 Critical Risk 328

/ data/ SOX-Compliance/ scanned/ operational/ sox_specification_0092.pdf.txt 1.00 Critical Risk 210

/ compliance/ SOX-Compliance/ operational/ requirement_2025_03_0087.pdf 1.00 Critical Risk 137

/ compliance-scan/ SOX-Compliance/ processed/ operational/
guideline_2025_12_0015.pdf

1.00 Critical Risk 126

/ compliance/ SOX-Compliance/ operational/
specification_2024_09_0019.pdf.txt

1.00 Critical Risk 125

/ compliance/ SOX-Compliance/ operational/ sox_manual_0013.pdf 1.00 Critical Risk 122

/ compliance-scan/ SOX-Compliance/ processed/ operational/
requirement_v21_2023.pdf.txt

1.00 Critical Risk 122

/ regulated-data/ General-Compliance/ operational/
manual_2025_05_0355.pdf

1.00 Critical Risk 106

/ data/ GDPR-Germany/ scanned/ medical/ 2025_lab-result_035.pdf.txt 1.00 Critical Risk 105

/ data/ GDPR-Germany/ scanned/ medical/ insurance_2023_06_0051.pdf.txt 1.00 Critical Risk 102

/ compliance-scan/ SOX-Compliance/ processed/ operational/
specification_v96_2024.txt

1.00 Critical Risk 100

/ regulated-data/ PCI-DSS/ operational/ specification-0030-2023.pdf 1.00 Critical Risk 97

/ compliance/ GDPR-Germany/ operational/ guideline-0037-2023.pdf 1.00 Critical Risk 95

/ regulated-data/ CCPA-HIPAA-US/ operational/ ccpa_manual_0113.pdf 1.00 Critical Risk 88

/ compliance/ SOX-Financial/ operational/ manual_2023_02_0020.pdf 1.00 Critical Risk 88

/ data/ General-Compliance/ scanned/ operational/
guideline_v357_2024.pdf.txt

1.00 Critical Risk 86

/ compliance/ PCI-DSS/ operational/ guideline_2024_04_0028.pdf.txt 1.00 Critical Risk 86

/ compliance/ DMV-Regulations/ personal/
identification_2024_02_0025.pdf.txt

1.00 Critical Risk 83

/ compliance-scan/ General-Compliance/ processed/ operational/
2023_specification_202.txt

1.00 Critical Risk 83



Compliance Detailed Findings
Policies triggered during the scan along with the underlying entities that activated them.

PCI DSS 80
29 files impacted · 80 total matches Policy Violations

CREDIT CARD

54
Matches

PROPER NAME

5,771
Matches

US ADDRESS

528
Matches

US BANK ROUTING MICR

27
Matches

USA FINANCIAL ACCOUNT

159
Matches

Storage Locations
compliance/SOX-Compliance/operational 21

compliance-scan/SOX-Compliance/processed/operational 21

regulated-data/PCI-DSS/operational 9

compliance/PCI-DSS/operational 6

compliance/CCPA-HIPAA-US/operational 5

regulated-data/CCPA-HIPAA-US/operational 4

compliance-scan/General-Compliance/processed/personal 2

compliance-scan/EEOC-Fair-Employment/processed/operational 2

compliance-scan/CCPA-HIPAA-US/processed/operational 2

data/CCPA-HIPAA-US/scanned/operational 2



PII GENERAL 73
69 files impacted · 73 total matches Policy Violations

PROPER NAME

5,771
Matches

US DRIVERS LICENSE

256
Matches

US PASSPORT

59
Matches

US SSN

107
Matches

Storage Locations
compliance-scan/CCPA-HIPAA-US/processed/operational 10

data/CCPA-HIPAA-US/scanned/operational 8

compliance/CCPA-HIPAA-US/operational 7

regulated-data/CCPA-HIPAA-US/operational 5

compliance/SOX-Compliance/operational 4

data/CCPA-HIPAA-US/scanned/personal 4

compliance/CCPA-HIPAA-US/personal 3

data/SOX-Compliance/scanned/operational 3

compliance-scan/General-Compliance/processed/personal 2

regulated-data/PIPEDA-Canada/operational 2



HIPAA 65
46 files impacted · 65 total matches Policy Violations

ICD10

14
Matches

MEDICAL TERMS CONDITIONS

265
Matches

PROPER NAME

5,771
Matches

US ADDRESS

528
Matches

US SSN

107
Matches

Storage Locations
regulated-data/HIPAA-Medical/operational 16

compliance/HIPAA-Medical/operational 13

compliance-scan/HIPAA-Medical/processed/operational 11

data/HIPAA-Medical/scanned/operational 10

compliance/CCPA-HIPAA-US/operational 5

data/CCPA-HIPAA-US/scanned/operational 4

compliance-scan/CCPA-HIPAA-US/processed/operational 2

regulated-data/CCPA-HIPAA-US/operational 2

regulated-data/SOX-Compliance/operational 1

data/SOX-Compliance/scanned/operational 1



GLBA 52
52 files impacted · 52 total matches Policy Violations

CREDIT CARD

54
Matches

PROPER NAME

5,771
Matches

US ABA

1
Matches

US SSN

107
Matches

Storage Locations
compliance-scan/CCPA-HIPAA-US/processed/operational 9

data/CCPA-HIPAA-US/scanned/operational 8

compliance/CCPA-HIPAA-US/operational 7

regulated-data/CCPA-HIPAA-US/operational 4

data/CCPA-HIPAA-US/scanned/personal 4

compliance/CCPA-HIPAA-US/personal 3

regulated-data/PIPEDA-Canada/operational 2

compliance/SOX-Compliance/operational 2

regulated-data/CJIS-Criminal-Justice/operational 2

regulated-data/CCPA-HIPAA-US/personal 2



GDPR EU 11
10 files impacted · 11 total matches Policy Violations

DEU ADDRESS

18
Matches

DEU DRIVERS LICENSE

2
Matches

FRA DRIVERS LICENSE

4
Matches

FRA SOCIAL SECURITY NUMBER INSEE

3
Matches

ITA TAX IDENTIFICATION NUMBER

6
Matches

NLD DRIVERS LICENCE NUMBER

1
Matches

PROPER NAME

5,771
Matches

SPA ADDRESS

2
Matches

SPA NATIONAL ID NUMBER

64
Matches

SPA SOCIAL SECURITY NUMBER

2
Matches

SPA TAX IDENTIFICATION NUMBER

6
Matches

UK DRIVERS LICENSE

4
Matches

UK NATIONAL INSURANCE NUMBER

8
Matches

UK PASSPORT NUMBER

8
Matches

UK UNIQUE TAX IDENTIFICATION NUMBER

6
Matches

Storage Locations
compliance/GDPR-France/personal 2



data/GDPR-Spain/scanned/operational 2

compliance/GDPR-Germany/personal 1

compliance-scan/GDPR-France/processed/personal 1

compliance-scan/GDPR-Spain/processed/personal 1

regulated-data/GDPR-UK/operational 1

compliance-scan/GDPR-UK/processed/operational 1

compliance/GDPR-UK/operational 1

compliance/GDPR-Spain/operational 1



Directory Analysis: regulated-data/General-Compliance/operational

Top Critical Classifiers

Classifier Matches

MISC-URL 280

PROPER-NAME 208

PHONE.US 123

EMAIL-ADDRESS 40

LEGAL 22

CONFIDENTIAL 12

IP4 4

ICD10 4

File Extensions Distribution

Summary Statistics

Total Files 175

File Types 6

Risk Level Critical

Directory Analysis: compliance-scan/SOX-Compliance/processed/operational

Top Critical Classifiers

Classifier Matches

PROPER-NAME 288

PHONE.US 259

MISC-URL 50

POLICY.PCI-DSS 21

USA-FINANCIAL-ACCOUNT 18

IBAN 16

EMAIL-ADDRESS 12

SWIFT-BANK-CODE 6

File Extensions Distribution

Summary Statistics

Total Files 22

File Types 4

Risk Level Critical



Directory Analysis: data/SOX-Compliance/scanned/operational

Top Critical Classifiers

Classifier Matches

PHONE.US 315

PROPER-NAME 191

US-ADDRESS 89

MISC-URL 29

EMAIL-ADDRESS 10

POLICY.PII-GENERAL 3

ICD-10-CM 3

LEGAL 3

File Extensions Distribution

Summary Statistics

Total Files 17

File Types 5

Risk Level Critical

Directory Analysis: data/General-Compliance/scanned/operational

Top Critical Classifiers

Classifier Matches

PROPER-NAME 304

MISC-URL 199

PHONE.US 62

EMAIL-ADDRESS 27

LEGAL 17

IP4 15

CONFIDENTIAL 11

DOMAIN-NAME 4

File Extensions Distribution

Summary Statistics

Total Files 152

File Types 6

Risk Level Critical



Directory Analysis: compliance/General-Compliance/operational

Top Critical Classifiers

Classifier Matches

MISC-URL 276

PROPER-NAME 193

PHONE.US 71

EMAIL-ADDRESS 39

LEGAL 17

IP4 10

CONFIDENTIAL 7

US-DRIVERS-LICENSE 5

File Extensions Distribution

Summary Statistics

Total Files 165

File Types 7

Risk Level High


